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The eHealth Scenario in TripCom The eHealth Scenario in TripCom 
The European Patient Summary (EPS)The European Patient Summary (EPS)

An infrastructure for sharing patient Hospitals, LaboratoriesAn infrastructure for sharing patient 
summary at European level

• 5.000 health authorities
• More than 1 million users 

p ,
clinics

Laboratories

(clinicians and administrative staff)
• 500 millions citizen summaries Home care

servicesSpecialists CitizensCitizens

Administration,
Assurance companies

General
Practitioners

Current national eHealth systems cannot be adopted as-is at an EU-wide level:
All of them force the adoption of a particular standard
All of them assume to operate with the same laws and privacy regulations
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All of them assume to operate with the same laws and privacy regulations
Regulations in a country prevents its eHealth system to operate as-is in another country



Refocusing the scenarioRefocusing the scenario

EPS is not considered as a “de facto standard”, but it must integrate 
with existing systems

NOT existing application
BUT

Existing regional or country-wide ehealth systems
NHS Spine (mixed centralized/distributed system)
AORTA (purely decentralized system with centralized access)AORTA (purely decentralized system with centralized access)
CRS-SISS

The aim is demonstrating that the EPS can act as a “bridge” forThe aim is demonstrating that the EPS can act as a bridge  for 
system that are not designed to interoperate

Different standards (or different dialects of the same standard)
Different privacy laws
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Refocusing the scenario (2)Refocusing the scenario (2)

EPS is not a decision support system
A DSS is about interpreting data in order to suggest information to a p g gg
decision maker

Interpretation of clinical data is not unequivocal!
A set of symptoms can be interpreted in two different ways 
according to medical knowledge in two different countries
Asserted data cannot be distinguished from inferred dataAsserted data cannot be distinguished from inferred data 
(SPARQL doesn’t allow it)

Who takes the responsibility for possibly erroneous inferred data?
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eHealth national systems: state of the arteHealth national systems: state of the art
UK: NHS SpineUK: NHS Spine

Demographics of all the patients are centrally stored in the Personal 
Demographic Services repository
Medical data can be either stored in the National Care Record or in 
local systems
Access with smart cards containing digitalAccess with smart cards containing digital 
certificates (PKI) and individual PINs. 
Role-based access controlRole based access control 

with SAML assertions
Message exchange through a g g g
custom version of HL7 v.3
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eHealth national systems: state of the arteHealth national systems: state of the art
The Netherlands: AORTAThe Netherlands: AORTA

Distributed architecture with a central Hub
Clients ask the Hub for data
The Hub locates data, fetches and returns it to the client

No central repository of clinical data → data belongs to the source 
organizationorganization
Data exchange through custom HL7 v.3 messages
Unique Healthcare PractitionerUnique Healthcare Practitioner 
ID (UZI) card and pincode

Identification and authentication
of healthcare practitioner 

Role of health practitioner
Relies on PKI
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eHealth national systems: state of the arteHealth national systems: state of the art
Italy (Lombardy region): CRSItaly (Lombardy region): CRS--SISSSISS

3-levels architecture
Central database (healthcare central domain) 
Routing layer (healthcare extranet)
Local systems 

Medical data are stored in the local systems, the healthcare central 
domain acts as 

Demographics databaseDemographics database
Booking and prescriptions management

Access with smart cards (both for citizens and doctors) containing digital ( ) g g
certificates (PKI) and individual PINs.
Role-based access control with SAML assertions, the regional health 
authority operates as a SAML Identity Provider
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eHealth national systems: state of the arteHealth national systems: state of the art
Italy (Lombardy region): CRSItaly (Lombardy region): CRS--SISSSISS
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Integrating the EPS with NHS SpineIntegrating the EPS with NHS Spine

Data: HL7 v.3 messages can be automatically lifted to their RDF 
representation
Security: SAML security assertions can be natively used when 
interacting with the TS
User restricted data: Sealed envelopes correspond to the PrivateUser-restricted data: Sealed envelopes correspond to the Private 
subspace of a Patient Summary
PS spaces structures:p

Demographics centrally stored → on a set of kernels managed by 
the same authority
Clinical data can be centralized or distributed

Centralized data in the main Body/Private PS subspace and 
managed by a single kernelmanaged by a single kernel
Distributed data inside subspaces of Body/Private spaces and 
managed by remote kernels
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Integrating the EPS with NHS Spine (Integrating the EPS with NHS Spine (22))
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Integrating the EPS with AORTAIntegrating the EPS with AORTA

Data: HL7 v.3 messages can be automatically lifted to their RDF 
representation
Data for building patient summaries MUST be held in a space owned 
by the originating Health Authority
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Integrating the EPS with CRSIntegrating the EPS with CRS--SISSSISS

Data: HL7 v.3 messages can be automatically lifted to their RDF 
representation
Security: SAML assertions and healthcare central domain are already 
compliant with EPS security requirements 
Demographics is centrally stored: must be stored on a kernel (or setDemographics is centrally stored: must be stored on a kernel (or set 
of kernels) owned by the central healthcare authority
Medical data is distributed: must be stored on the kernels of the local 
healthcare providers
Lombardy must be compliant with Italian privacy laws: Lombardy 
main space is a subspace of the Italian main spacemain space is a subspace of the Italian main space
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Integrating the EPS with CRSIntegrating the EPS with CRS--SISS (SISS (22))
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Integrating AORTA and NHS Spine with the EPSIntegrating AORTA and NHS Spine with the EPS

EPS spaces must be configured in order to be used as a 
central repository by NHS Spine and as a registry by AORTA
Nation-wide spaces ensure uniqueness of the PS spaces 
identifiers
Policies of the top-level spaces just specify very basic rules
Recursive read and policy evaluation is massively used
Inside a PS

PS policies must allow evaluated starting from the leaf 
spaces
A PS is still divided into 3 main areas
Each “contributing nation” manages a subspace inside eachEach “contributing nation” manages a subspace inside each 
of the 3 areas
The spaces of the “contributing nation” are hosted on the

© TripCom
Sixth Framework Programme Priority 2
Information Society Technologies (IST) 

Specific Targeted Research Project

The spaces of the contributing nation  are hosted on the 
kernels managed by the “contributing nation”
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Integrating AORTA, NHS Spine and CRSIntegrating AORTA, NHS Spine and CRS--SISS SISS 
with the EPS (2)with the EPS (2)
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State of the demo application
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